
By Eric Rieder

The U.S. Supreme Court re-
cently issued its long-awaited 
decision in Halliburton v. Erica 
P. John Fund, Inc., and the re-
sult was very much in line with 
the forecasts of those who pre-
dicted a kind of split decision: 
The Court provided securities 
fraud defendants with a signifi-
cant weapon to use in opposing 
class certification, but declined 
to jettison the fraud-on-the-mar-
ket theory that has served as the 
basis for securities class actions 
for the past 25 years.

Despite the urging of Hallibur-
ton and its supporters, the Court 
did not overturn Basic Inc. v. 
Levinson, 485 U.S. 224 (1988), 
which conferred on plaintiffs 
the benefit of a presumption 
that all purchasers of stock trad-
ing in an efficient market relied 
on any alleged misrepresenta-
tion, because public securities 
markets are presumed to di-
gest and thus reflect all publicly 
available, material information.  

Rebuttable PResumPtion
However, the Court held that 

defendants could rebut that pre-
sumption at the class certifica-
tion stage, rather than having to 
wait until summary judgment 
motions or trial.

By Matthew C. Lonergan and Anne Knox Averitt

On June 26, 2014, the Supreme Court issued its long-awaited Noel Can-
ning decision (NLRB v. Noel Canning, 572 U.S. ____ (2014)), and invali-
dated President Obama’s January 2012 appointments of three individu-

als to the National Labor Relations Board (the NLRB or Board): Terence Flynn, 
Richard Griffin, and Sharon Block. The Court held that while the President can 
make appointments during a Senate recess under the Constitution’s recess ap-
pointments clause, the Senate’s break in January 2012 was too short to constitute 
a recess. The Board cannot conduct business without a three-member quorum, 
so the holding calls into question hundreds of labor decisions issued while those 
appointees were seated. The NLRB decided 436 cases without a quorum during 
the 18 months that two of the appointees served on the Board (the third stepped 
down after only a few months). 

The current Board, all of whose members were confirmed by the Senate, must 
now decide if revisiting each of the 436 rulings will be necessary to preempt 
additional challenges. Reconsideration of the decisions is unlikely to make a dif-
ference in most cases, as both the previous and current Boards have been Dem-
ocrat-controlled. Companies have challenged over 100 of these NLRB opinions 
in federal court, and at least one case is pending in each of the 12 federal circuit 
courts. The courts will likely remand these cases to the Board for reconsideration.

“We are analyzing the impact that the court’s decision has on Board cases in 
which the January 2012 recess appointees participated,” said NLRB Chairman 
Mark Pearce, the only current Board member who served alongside the invalidat-
ed appointees. He also remarked that the Board “is committed to resolving any 
cases affected by [the Supreme Court’s] decision as expeditiously as possible.” 

nlRb oPinions at issue
While the majority of the 436 decisions are insignificant, several controversial 

opinions are noteworthy. Among these are Albertson’s, LLC, 359 N.L.R.B. No. 
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147, 196 LRRM 1453 (July 2, 2013); 
WKYC-TV, 359 N.L.R.B. No. 30, 194 
LRRM 1289 (Dec. 12, 2012); Banner 
Estrella Medical Center, 358 N.L.R.B. 
No. 93, 193 LRRM 1161 (July 30, 
2012); Costco Wholesale Corp., 358 
N.L.R.B. No. 106, 193 LRRM 1241 
(Sept. 7, 2012); Hispanics United of 
Buffalo Inc., 359 NLRB No. 37 (Dec. 
14, 2012); and Piedmont Gardens, 
359 NLRB No. 46 (Dec. 15, 2012).

The Board’s Albertson’s, WKYC-TV, 
and Piedmont Gardens decisions all 
are significant because they over-
turned decades-old precedent. Alb-
ertson’s overruled Wm. T. Burnett & 
Co., 273 NLRB 1084, 1086, 118 LRRM 
1502 (1984), holding that soliciting 
grievances may be unlawful under 
the National Labor Relations Act, even 
if the solicited employee declines to 
raise a grievance in response. In De-
cember 2012, the Board found in its 
WKYC-TV opinion that employers 
were required to continue deducting 
union fees from worker paychecks 
per the arrangement set forth in 
the governing collective bargaining 
agreement, even after that collective 
bargaining agreement had expired. 
The ruling flew in the face of prece-
dent dating back to 1962, which said 
that employers could stop deducting 
union dues after the applicable con-
tract had ended.

The NLRB also handed down its 
Piedmont Gardens decision in De-
cember 2012, which overturned a 
long-established rule insulating com-
panies from being forced to provide 
unions with witness statements con-
cerning employee discipline. The 

Board eliminated a “categorical ex-
emption” that protected the confiden-
tiality of witness statements made in 
the course of an employer’s internal 
investigation. In place of the exemp-
tion, the Board adopted a balancing 
test. Under the test, confidentiality 
is no longer guaranteed; instead, a 
statement will remain confidential 
only when a witness is reluctant to 
give an open statement due to the 
risk of intimidation, harassment, or 
other threatening circumstances. 

The Board’s July 2012 Banner 
Estrella Medical Center opinion is 
noteworthy because of its signifi-
cant consequences for employers. 
The Board struck down Banner 
Health System’s policy that prohib-
ited employees from discussing on-
going investigations into potential 
employee misconduct. The Board 
held that an employer’s interest in 
maintaining an internal investiga-
tion’s integrity did not outweigh 
the potential restrictions the policy 
imposed on an employee’s right to 
concerted action. This decision im-
pacts any private-sector employer, 
regardless of whether its employees 
are unionized.

Two additional controversial opin-
ions issued under the invalidated 
appointees, Costco Wholesale Corp. 
and Hispanics United of Buffalo Inc., 
concerned social media policies. In 
September 2012, the Board ruled 
against Costco Wholesale Corpora-
tion’s social media policy as overly 
broad, because it could be construed 
as a ban on employee criticism of 
the company or its working condi-
tions. In December 2012, the NLRB 
issued another social media-related 
decision, finding against Hispan-
ics United of Buffalo, Inc. for firing 
five employees who responded on 
Facebook to a coworker’s remarks 
on their job performance. The NLRB 
found that the Facebook posts con-
stituted protected concerted action 
under the National Labor Relations 
Act, despite the company’s assertion 
that the employees were fired for 
harassing a coworker. 

While the decisions issued dur-
ing the tenure of the invalidated  

Noel Canning
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By André Bywater & Jonathan 
Armstrong

In mid-May, the European Union’s 
highest court, the European Court 
of Justice, handed down a contro-
versial landmark ruling in a matter 
commonly referred to as the “right 
to be forgotten” case, concerning 
Google. The core of the case con-
cerns the obligations of search en-
gine operators under the EU Data 
Protection Directive. But at a wid-
er level, the ruling’s ramifications 
go beyond the EU, as it imposes 
extra-territorial privacy obligations 
on U.S. businesses. U.S. corporate 
counsel therefore need to be aware 
of the legal compliance impact that 
it may have on U.S. businesses.

backgRound
The background to the case is 

straightforward enough. In 2010, a 
complaint was lodged by a Spanish 
national, Mario Costeja González, 
with the Agencia Española de Pro-
tección de Datos (“the Spanish Data 
Protection Agency”) against La Van-
guardia Ediciones SL (“La Vanguar-
dia”), a Spanish newspaper pub-
lisher, and two companies, Google 
Spain and Google Inc. Mr. Costeja 
González was unhappy that when 
Internet users entered his name 
into the Google search engine, the 
list of results would display links to 
two pages of La Vanguardia dated 
January and March 1998. Those 
particular two pages contained an 
announcement for a real-estate auc-
tion organized following attach-
ment proceedings for the recovery 
of social security debts owed by Mr. 

Costeja González. According to Mr 
Costeja González, these proceed-
ings had been fully resolved a num-
ber of years ago and so reference 
to them was now consequently en-
tirely irrelevant.

Mr. Costeja González made two 
requests in his complaint. The first 
was that La Vanguardia either re-
move or alter the pages in question, 
so that personal data relating to 
him would no longer appear, or to 
use certain tools made available by 
search engines in order to protect 
the data. The second was that that 
either Google Spain or Google Inc. 
remove or conceal the personal data 
relating to him, so that it would no 
longer appear in the search results 
and in the links to La Vanguardia.

The Spanish Data Protection 
Agency rejected the complaint 
against La Vanguardia, on the basis 
that the information had been law-
fully published by the latter. But, 
the Agency upheld the complaint 
against the two Google companies, 
and accordingly requested the com-
panies to, in effect, remove the data 
in question and to make future ac-
cess to the data impossible. 

In response, the Google compa-
nies brought actions against the 
Agency’s ruling in the Spanish High 
Court which then referred the mat-
ter under the EU’s so-called prelimi-
nary ruling procedure to the Euro-
pean Court (based in Luxembourg) 
for interpretation of certain provi-
sions of the EU’s 1995 Data Protec-
tion Directive in order for the Span-
ish court to be able to resolve the 
dispute at hand.

PRocessing
The European Court ruled that the 

nature of the activities of a search 
engine qualify it as “processing” 
personal data under the EU Data 
Protection Directive. By searching 
automatically, constantly and sys-
tematically for information pub-
lished on the Internet, the operator 
of a search engine is considered un-
der the Directive as collecting data. 
The operator, within the framework 
of its indexing programs, retrieves, 
records and organizes the data in 
question, which it then stores on its 

servers, which, where applicable, it 
discloses and makes available to its 
users in the form of lists of results. 
Those operations are to be consid-
ered as “processing” under the Di-
rective, regardless of the fact that 
the operator of the search engine 
carries them out indistinctively in 
respect of information other than 
the personal data, even where the 
operations exclusively concern ma-
terial that has already been pub-
lished as it is in the media.

contRolleR
According to the European Court, 

because a search engine operator 
determines the means and purposes 
of the above-mentioned “process-
ing,” it qualifies as a “controller” of 
the “processing” under the EU Data 
Protection Directive. 

extRa-teRRitoRial  
JuRisdiction

The European Court ruled that 
the EU Data Protection Directive 
has extra-territorial jurisdiction ap-
plication where the above-men-
tioned “processing” is carried out 
in the context of the activities of an 
EU-located branch or subsidiary of 
a business. Google Spain is a sub-
sidiary of Google Inc. on Spanish 
territory and, therefore, according 
to the Court, an “establishment” un-
der the Directive. Where data are 
“processed” for the purposes of a 
search engine operated by a busi-
ness which, although it has its seat 
in a non-EU Member State, has an 
“establishment” (branch or subsid-
iary) in a Member State, the “pro-
cessing” is carried out in the context 
of the activities of that “establish-
ment,” under the Directive: 1) if the 
“establishment” is intended to pro-
mote and sell, in the Member State 
in question, advertising space of-
fered by the search engine; and 2) 
orientates its activity toward the in-
habitants of that Member State, in 
order to make the service offered by 
the engine profitable.

Right to be FoRgotten
According to the European Court, 

when requested to do so, a search 
engine operator must remove links 

continued on page 4
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to web pages that are published by 
third parties and contain information 
relating to a person from the list of 
results displayed following a search 
made on the basis of that person’s 
name. This obligation also applies 
where the name, or information, in 
question, is not erased beforehand 
or simultaneously from those web 
pages, and even when its publica-
tion in itself on those pages is lawful. 
Public interest might override this 
concerning public figures, depend-
ing on the circumstances at hand.

Further, aggrieved individuals 
may make their requests directly to 
the search engine operators. But, it 
must be emphasized, this newly in-
terpreted “right to be forgotten” ex-
ists within the context of EU Data 
Protection Directive criteria, i.e., 
where the information in question 
is, in particular, inadequate, irrel-
evant or outdated. In that case, a 
request can be made to have a link 
removed from future search results. 
The “right to be forgotten” is there-
fore not absolute, but qualified to 
these types of circumstances.

legal eFFect oF Ruling
European Court preliminary rul-

ings are not appealable. Although 
technically speaking the ruling only 
legally binds the (Spanish) court that 
referred the case, the ruling has in 
effect the character of precedent on 
other EU Member State courts, with-
out prejudice to the right of those 
courts to make requests for prelimi-
nary rulings on the interpretation of 
the Data Protection Directive.

Reaction
The ruling has met with criticism 

and raised a number of issues. The 
ruling itself does not accord with 
certain aspects of the earlier official 
Opinion of the European Court’s Ad-
vocate General (who makes prelimi-
nary recommendations, but which 
are not binding on the Court) whose 
approach was more subtle and con-
vincing concerning the key issues of 
data “controlling and, the right to be 
forgotten balanced against the free-
dom of expression and information. 

Criticism from the U.S. has under-
standably focused on this latter is-
sue in what is seen as a legal culture 
clash of the trumping of (EU) privacy 
over the (U.S.) right to free speech. 
The technical-logistical challenges 
of deleting data and the consequent 
financial costs are inevitable issues. 
The extent of the role of search en-
gine operators operating as quasi-
censors or arbiters in deciding what 
is in the public interest and who is 
a public figure has been questioned. 
Whether the ruling will restrict the 
efforts of law enforcement investiga-
tions also raises concerns.

next stePs
As can be imagined, immediately 

following the ruling there has been 
a deluge of so-called take-down (re-
moval) requests made by individu-
als, principally to search engine op-
erators but also to data protection 
regulators.

The most immediate next step 
was therefore Google’s response, 
which was to put online a form al-
lowing for search engine users to 
request the removal of, what Google 
has summarized as the Court’s rul-
ing, “results for queries that include 
their name where those results are 
inadequate, irrelevant or no longer 
relevant, or excessive in relation to 
the purposes for which they were 
processed.” Requests must be sup-
ported by valid ID, a URL for each 
link to be removed, and the appro-
priate justification for removal.

The evaluation of requests will 
consider whether results include 
outdated information or public in-
terest in the information such as 
with regard to “financial scams, pro-
fessional malpractice, criminal con-
victions, or public conduct of gov-
ernment officials.” Information will 
not of course be totally removed 
online as it will always remain on 
the website in question — it will just 
be more difficult to find as it won’t 
come up on search engine results.

Because the form requires proof 
of identity to be provided this has 
itself raised privacy concerns with 
regard to the “processing” of the 
personal data contained in the iden-
tification. It could well be that the 

form itself is open to challenge by 
national data protection regulators. 
The UK’s Information Commission-
er’s Office (ICO) had recently said 
in the context of subject access re-
quests that the recipient of a request 
cannot insist on its own form being 
used to the exclusion of any other 
valid form of request.

The Hamburg data protection 
commissioner (Germany has a local 
not national system for most data 
protection regulation), Johannes 
Caspar, has also criticized Google’s 
form and the level of personal in-
formation it seeks on the basis that 
Google must only ask for personal 
data that is absolutely required for 
the purpose of verifying the individ-
uals’ identity and that other details 
should be redacted. Mr. Caspar also 
suggested that Google may cause 
more privacy issues with its new 
procedure by not being clear how 
long it would hold the new data be-
fore deleting the information. 

Some national data protection reg-
ulators in the EU, like the ICO, have 
also publicly stated that they are giv-
ing search engines a period of grace 
to put in place systems to deal with 
take-down requests and that follow-
ing this, their focus will be on cases 
“linked to clear evidence of damage 
and distress to individuals.”

new eu data PRotection 
Rules

The European Court’s ruling 
strengthens the hand of those in the 
EU backing “the right to be forgot-
ten” under new proposed legisla-
tion. At the time that the EU Data 
Protection Directive was first pro-
posed in 1990, the Internet and 
search engines were at a rudimen-
tary stage of development and pop-
ularity. By 1995, when the directive 
was finalized, it did not really en-
visage the extent to which the use 
of the Internet and the activities of 
search engines would fall under its 
scope. Bringing data protection up-
to-date is therefore one of the aims 
of proposed new EU data protection 
rules, in the form of an EU Regula-
tion put forward by the European 
Commission.

EU Google
continued from page 3
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By Nicole Pszczolkowski and  
L. Elise Dieterich

In the first six months of 2014, at 
least 96 significant data breaches 
were reported, compromising more 
than 2.2 million records, accord-
ing to the Privacy Rights Clearing-
house. Of these breaches, at least 
46 involved records that may have 
contained Social Security Numbers 
(SSNs). What the affected busi-
nesses may not know is that their 
mere collection of SSNs may have 
put them in violation of state laws, 
in addition to the liability they may 
now face for having failed to protect 
the SSN information. 

Despite their limited original pur-
pose, SSNs have become de facto 
national identifiers, frequently used 
as an authenticator in both the pub-
lic and private sectors. In fact, no 
other form of personal identifica-
tion plays a more significant role in 
linking together records that con-
tain an individual’s sensitive and 
confidential information. Ironically, 
the widespread use of SSNs as both 
an identifier and an authenticator is 
precisely what makes collecting and 
using the numbers so risky.

Not surprisingly, the fact that SSNs 
serve as the keys to unlock a host of 
personal, medical, and financial in-
formation about individuals makes 
them highly desirable to crimi-
nals, such as identity thieves. And, 
thanks to never-ending technologi-
cal advancements, SSNs are increas-
ingly being transmitted and stored 
electronically, vastly expanding ne-
farious actors’ ability to wrongfully 
obtain them. Given this climate, nu-
merous state and federal laws have 
been enacted to limit the collection, 
use and disclosure of SSNs.

As a result, the presence of cus-
tomer, patient, or employee SSNs 
in your business records, whether 
collected intentionally for a specific 
business purpose or inadvertently 
as part of an unrelated request, adds 
yet another layer of potential data-
related liability. Although most busi-
nesses understand that they should 
limit the disclosure of SSNs con-
sistent with state and federal laws, 
they may be unaware of the state 
laws placing restrictions on busi-
nesses’ ability to request, collect, or 
store SSNs in the first place.  

This article suggests a framework 
for ensuring compliance with the ma-
jority (albeit not all) of the applicable 
state laws and avoiding the financial, 
legal and reputational damage that 
can occur when SSNs are improperly 
collected, used or disclosed. 

an oveRview oF ssn  
RestRictions 

While federal laws typically focus 
on limiting the use and disclosure of 
SSNs in specific circumstances, such 
as in connection with medical infor-
mation (HIPAA), student informa-
tion (FERPA), or credit information 
(FCRA), more than 40 states have 
enacted laws restricting the collec-
tion and/or use of SSNs. 

Several of these state laws limit 
to varying degrees the purposes 
for which SSNs can be collected. 
Alaska, for example, categorically 
prohibits businesses from collecting 
SSNs unless for fraud prevention, 
medical treatment, or to perform a 
background check on an individual. 
The majority of states, however, still 
allow for the collection of SSNs un-
der a broader set of circumstances, 
including in connection with an in-
dividual’s employment and employ-
ment benefits, for law enforcement 
or other government purposes, and 
for verification of an individual’s 
age or identity.

At least six states require busi-
nesses that collect SSNs to have 
some form of written privacy policy 
in place. Texas, for example, prohib-
its requiring an individual to pro-
vide an SSN, unless the requesting 
entity has in place a privacy policy, 
a copy of which is provided to the 
individual, that addresses: 1) how 

personal information is collected; 2) 
how and when the personal infor-
mation is used; 3) how the personal 
information is protected; 4) who has 
access to the personal information; 
and 5) the method of disposal of the 
personal information. 

Massachusetts requires busi-
nesses that collect SSNs (as well as 
other personally identifiable infor-
mation) of any Massachusetts resi-
dent (regardless of where the busi-
ness is located) to have in place a 
comprehensive written information 
security program (WISP) that satis-
fies stringent and detailed adminis-
trative, technical and physical data 
security requirements. For example, 
the Massachusetts law and accom-
panying regulations require WISPs 
for organizations that electronically 
store or transmit personal informa-
tion to establish a computer security 
system that at a minimum includes: 
1) encryption of all sensitive infor-
mation; 2) secure user authentica-
tion and access control measures; 
3) unauthorized use monitoring; 
4) up-to-date firewall and malware 
protection; and 5) operating system 
security patches. 

Additionally, all businesses’ WISPs 
must include: 1) assessment on an 
ongoing basis of reasonably fore-
seeable internal and external risks 
to records containing personal in-
formation, and adoption of steps 
to mitigate those risks; 2) designa-
tion of one or more employees to 
maintain and monitor the WISP; 3) 
development of security policies 
for employees and the imposition 
of disciplinary measures for viola-
tions; 4) documentation of respon-
sive actions taken in connection 
with breaches; and 5) a requirement 
that third-party service provider 
contracts mandate implementation 
and maintenance of the security 
measures set forth in the business’s 
security plan.

Once SSNs are collected, both fed-
eral and state laws impose restric-
tions on companies’ ability to use 
SSNs. The majority of state laws are 
similar to California’s (California is 
often considered to be a bellwether 
state in the privacy arena), which 

continued on page 6
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permits collection of SSNs, but pro-
hibits: 1) public posting or public 
display of SSNs; 2) printing or elec-
tronically embedding an individual’s 
SSN on a card required to access 
products or services; 3) requiring 
an individual to transmit an SSN 
over the Internet, unless encrypted 
or over a secure connection; or 4) 
printing an SSN on materials mailed 
to an individual.

should YouR business  
collect ssns?

In view of these state and federal 
restrictions on the collection, stor-
age, and use of SSNs, and the risk a 
business incurs when it has SSNs in 
its possession, it is strongly recom-
mended that businesses collect and 
use SSNs only on an as-needed ba-
sis (i.e., only when required to do 
so by federal or state law, or when 
no other form of identification will 
suffice). At a minimum, businesses 
should audit their data collection 
practices to determine in what con-
text, and for what purposes, SSNs 
are being collected. 

In many instances, SSNs are inad-
vertently collected when customers, 
patients, or employees are asked to 
submit necessary information, such 
as educational, medical, or veterans’ 
records, that happens also to in-
clude the individual’s SSN. If this is 
occurring, the business should make 
a conscious determination about 
whether the collection of the SSN is 
necessary, or whether that data el-
ement could be redacted from the 
form on which it appears. 

If SSNs are being collected to pro-
vide a unique personal identifier for 
the customer, patient, or employee, 
businesses should consider devel-
oping their own internal identifier 
as a substitute for the SSN. Ideally, 
if your business has no compelling 
reason to have SSNs, there shouldn’t 
be any SSNs in your electronic or 
paper files. Data you do not have 
cannot be breached! 

iF ssns aRe necessaRY, how 
should theY be handled?

If the collection of SSNs is es-
sential to your business, we recom-

mend (and, in many cases, the law 
requires) the following “best prac-
tices” for handling such information:
Eliminate Public Display and 
Unencrypted Transmission of 
SSNs
•	Never publicly post or display 

an individual’s SSN.
•	Never print an individual’s SSN 

on any personal identification 
card or badge.

•	Never print an individual’s SSN 
on any piece of mail that is be-
ing sent to the individual.

•	Never require an individual’s 
SSN to be transmitted or used 
over the Internet unless the con-
nection is secure and the SSN is 
encrypted.

•	When possible, redact an indi-
vidual’s SSN when keeping a 
document on file or encrypt the 
SSN when storing electronically.

•	Never require an individual’s 
SSN to be used as a login or 
password on any Internet site.

•	Note that even the last four dig-
its of an SSN can be enough to 
enable identity theft — omit 
any reference to SSNs whenever 
possible.

Control Access to SSNs
•	Limit access to records contain-

ing SSNs to only those who 
need to see the numbers for the 
performance of their duties.

•	Never store records containing 
SSNs on computers or other 
electronic devices that are not 
secured against unauthorized 
access. 

•	Avoid sharing SSNs with other 
companies or organizations, 
and use written agreements to 
protect confidentiality if sharing 
is necessary.

Protect SSNs with Security  
Safeguards 
•	Develop — and enforce — a 

written security plan for record 
systems that contain SSNs.

•	Encrypt SSNs in electronic re-
cords and store hard-copy re-
cords and removable media 
(such as disks, tapes, or USB 
drives) in locked cabinets.

•	Provide for secure destruction 
of all documents and electronic 
files containing SSNs when no 
longer needed.

Ensure Accountability for  
Protecting Safeguards 
•	Provide employees with train-

ing and written materials ad-
dressing their responsibilities in 
handling SSNs.

•	Conduct risk assessments and 
regular audits of record systems 
containing SSNs.

•	Designate someone at your 
company to be responsible for 
ensuring compliance with poli-
cies and procedures for protect-
ing SSNs.

•	Implement specific privacy poli-
cies to protect SSNs and make 
such policies available to your 
customers, patients, or employ-
ees whose SSNs you collect. 

Additionally, it is recommended 
that you inform individuals from 
whom you collect SSNs of the pur-
pose of the collection, the intended 
use, whether the law requires the 
SSN to be provided or not, and the 
consequences of not providing the 
number.

While following these guidelines 
will enable compliance with the ma-
jority of the current federal and state 
laws addressing the collection, use, 
and disclosure of SSNs, such actions 
may not ensure compliance with 
every applicable law, particularly in 
those states, such as Alaska, Texas, 
and Massachusetts, with the most 
stringent requirements. Moreover, 
each new high-profile data breach 
prompts legislators to reexamine 
businesses’ data collection practices, 
and new privacy laws are enacted 
each year. To the extent your busi-
ness has a need to collect SSN num-
bers, or is at risk for inadvertently 
collecting such information, con-
sultation with privacy counsel and 
assessment of the specific laws ap-
plicable to the jurisdictions in which 
you operate should be undertaken 
on a regular basis.  

otheR RiskY data elements 
SSNs are not the only data ele-

ment that can cause unexpected 
risks for businesses — others in-
clude ZIP codes, driver’s license 
numbers, and cell phone numbers. 
For example, in 2011, the Califor-
nia Supreme Court in Pineda v. 
Williams-Sonoma Stores, Inc., 51 

SSNs and Privacy
continued from page 5

continued on page 9
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By Irina B. Plumlee

Many of us are guilty of complain-
ing about our outdated immigration 
laws and burdensome processes of 
applying for immigration benefits 
for foreign workers and complying 
with a set of regulations that turn 
employers into makeshift cops re-
sponsible for creating barriers to 
illegal employment. With the dire 
and obvious need for immigration 
reform and the equally obvious 
slow move toward adopting a com-
prehensive (or, at this point, even a 
non-comprehensive) solution, some 
companies fatigued by the debate 
and hopeful for the slow enforce-
ment choose to put immigration 
compliance on the back burner. 

ice audits
As we are nearing the 30th an-

niversary of the 1986 law mandat-
ing Form I-9 Employment Eligibility 
Verification, there still is a sizeable 
segment of U.S. businesses that 
have not taken even the most basic 
steps to protect themselves in case 
of an Immigration and Customs En-
forcement (ICE) audit. While this 
approach provides short-term sav-
ings of time and money, it has a 
proven track record of being highly 
detrimental to the business’s future 
in the long- and even medium-term. 

In the age of the increasingly ag-
gressive I-9 compliance audits and 
“generous” fines imposed by ICE 
to settle immigration violations un-
covered during its investigations, 
immigration matters are shifting 
from traditional handling by hu-
man resources professionals to in-
house legal departments. With the 
increasing frequency of ICE’s audits 
and severity of fines levied against 
violators, to say nothing about sig-
nificant disruption to company op-
erations due to auditors’ visits, it is 
advisable to use legal expertise to 
audit the business’s current prac-
tices and set legally sound policies 
and procedures before charging HR 
or administrative professionals with 
their implementation. 

Since most of us did not devote 
law school years to an in-depth study 
of the Immigration and Nationality 
Act and, years after the United States 
Citizenship and Immigration Servic-
es (USCIS) replaced its predecessor, 
still refer to this government agency 
as INS, let us refresh a few key com-
pliance rules and best practices.

keY Points
Every U.S. employer, regardless of 

size and whether it employs foreign 
workers or not, must complete em-
ployment eligibility verification and 
maintain Form I-9 for each employ-
ee hired after Nov. 6, 1986. While it 
is permissible to keep I-9 files in ei-
ther hard copy or electronic format, 
these files should be kept separate 
and apart from individual personnel 
files. Additionally, it is advisable to 
keep I-9 records for current work-
ers separate from those of former 
employees. In case of an audit, you 
do not want to inadvertently turn in 
records that are not subpoenaed. 

The following rules should help 
put an efficient company-wide com-
pliance system in place, regardless of 
business industry or company size:
•	Establish clear employment eli-

gibility verification procedures, 
assign HR or legal department 
personnel to be in charge, and 
assure training and follow-up 
training.

•	Decide if the company will use 
E-Verify or another government 

system (e.g., IMAGE) for the I-9 
process.

•	If the government system is not 
selected, determine whether I-9 
compliance will remain manual/
hard copy-based or electronic.

•	Determine whether or not doc-
umentation presented for I-9 
verification is to be copied, and 
clearly formulate any related 
policies or policy changes.

•	Perform an in-house audit of 
I-9 files for conformity with the 
I-9 best practices, and plan and 
implement corrective measures. 
Assure that HR personnel is 
trained on appropriate I-9 cor-
rection practices and follows 
them consistently.

•	Set a company-wide system for 
a twice a year I-9 self-audit and a 
reminder on your due diligence 
list to review I-9 files at the time 
of any corporate changes (e.g., 
mergers, acquisitions, layoffs, 
and seasonal hiring surges)

•	Schedule refresher training for 
HR and administrative profes-
sionals charged with I-9 re-
sponsibilities on a regular basis, 
using outside expertise as nec-
essary, and keep records of all 
such training

As every U.S. employer is ob-
ligated to review documentation 
presented by every employee hired 
after Nov. 6, 1986, and to fully com-
plete the latest edition of Form I-9 in 
effect at the time of hire, the stron-
gest employment eligibility compli-
ance policies are centered on a few 
basic points with related procedures 
set to support and implement them:
Three-Day Rule

Section 1 of Form I-9 should be 
fully completed for each worker on 
their first day of hire, and the I-9 
process (i.e., documents review and 
Section 2 execution by the compa-
ny’s representative) should be fin-
ished within three days of hire. 
Accept Valid Documents Selected 
by Employee

During Section 1 completion, the 
worker should be given an oppor-
tunity to select one document from 
List A on the back of Form I-9, or 

continued on page 8
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one document from List B and one 
document from List C. An employee 
chooses documents to present for 
verification, and the employer is 
legally obligated to accept facially 
valid documents. Importantly, offer 
letters and employment agreements 
should not list specific documents 
a new hire is to bring at the start 
of employment or any time thereaf-
ter. If the employer has a legitimate 
need to review documents that can 
also be used for I-9 verification (e.g., 
a company-wide rule for Social Se-
curity Cards presented for payroll 
purposes or driver’s license for cer-
tain positions), do not mix these 
otherwise legitimate requirements 
with the I-9 process, and clearly 
state the non–I-9 related reasons for 
these documents. 
Maintenance and Upkeep

I-9 files, which contain fully com-
pleted and executed Forms I-9 and 
copies of documents evidencing em-
ployment eligibility (if the company 
copies documentation presented as 
part of the employment eligibility 
verification), should be kept sepa-
rately from personnel records and 
other employer-maintained docu-
mentation. This includes I-9 files 
for current and former employees. 
Businesses with multiple offices 
may choose to keep the I-9 files in a 
centralized location or at individual 
offices. In case of an audit, the com-
pany should be given reasonable 
time to transport the I-9 files to the 
ICE preferred location.
Reverification

All documents presented for I-9 
purposes should be unexpired at the 
time of verification. Identity confirm-
ing documents (e.g., driver’s license) 
do not need to be re-checked upon 
expiration. However, temporary 
employment-authorizing documents 
(e.g., Employment Authorization 
Document or EAD) should be calen-
dared for re-verification by the their 
expiration time. When performing 
reverification, an employer should 
not request or require that a renewed 
document be presented. Instead, the 

worker should be allowed to decide 
which documentation from List A or 
from Lists B and C to present. The 
employer’s representative should 
complete Section 3 of Form I-9 at 
the time of reverification.
Store

Each worker's I-9 file should be 
retained throughout their tenure at 
the company. Upon the employee's 
departure, the I-9 file should be 
kept for one year from the date of 
employment termination or three 
years from the date of hire, which-
ever comes later. 
Purge, When Allowed

Purge I-9 files upon the mandato-
ry record maintenance period com-
pletion as per the above, but even 
outdated records should not be de-
stroyed upon an audit subpoena is-
suance.
Perform Self-Checks

An in-house audit is the best way 
to ensure your records are in order 
and to avoid last-minute efforts to 
comply when auditors are at the 
door. It is advisable to perform in-
house audits every six months and 
immediately after any significant 
business changes, such as hiring 
surges or layoffs. Provide annual 
training and refresher training to I-
9-responsible personnel.
Exercise Due Diligence

Include I-9 review in your due 
diligence list when preparing for 
a merger or acquisition of another 
company or its employees. The law 
allows an acquiring entity to “inherit” 
the purchased business’s I-9 records, 
but remember that this also means 
inheriting all related liabilities. 
Act in Good Faith

Properly maintained I-9 compli-
ance procedures and records protect 
businesses, but only if your compa-
ny acts in good faith. If the govern-
ment proves that the employer has 
actual knowledge or reason to be-
lieve its employees lack legal status 
and are unauthorized to work, per-
fect documentary compliance will 
not help — and worse — may be 
viewed as evidence of concerted ef-
forts to defraud. Supervisors’ knowl-
edge of an employee’s illegal status 
would be imputed upon the compa-

ny under the actual knowledge con-
cept. Under constructive knowledge 
(i.e., “the employer should have 
known”), credible information re-
garding unauthorized employment 
from trustworthy sources and/or I-9 
files documentation with obvious 
deficiencies will be viewed as evi-
dence against the employer. 
Use Immigration Expertise

Have an immigration specialist on 
call in case of a tricky I-9 documents 
verification or if you are facing au-
ditors. With short audit preparation 
timelines upon ICE’s subpoena re-
ceipt (i.e., three days), having coun-
sel on standby will help you hit the 
ground running.

the anatomY oF an audit
The hallmark of the day is that, 

irrespective of the industry or size 
of business, an employer may be-
come a target of a random or not-
so-random audit (e.g., through a 
former or current worker’s com-
plaint or even a competitor’s claim 
of unauthorized hiring). The current 
ICE audit approach is centered on 
an efficient and economically sound 
model, with the auditors serving a 
subpoena providing a three-day no-
tice to produce the original I-9 files 
for the business and outlining docu-
mentation for provision, and issuing 
Notice of Fine upon the audit con-
clusion. 

More often than not, a subpoena 
is not limited to the I-9 files, but 
also includes corporate documents 
including articles of incorporation, 
employee roster, and wage and hour 
records. A three-day notice is man-
datory and standard, but, depend-
ing on the specific circumstances 
(such as a multi-office situation 
with I-9 files kept at headquarters), 
the notice period may be extended 
based on the subjective business 
needs. Importantly, extension of the 
notice period should not be taken 
for granted and needs to be negoti-
ated with the auditors as quickly as 
possible. 

Even the diligent employer that 
follows the recommended best prac-
tices of I-9 compliance should never 
waive the notice period and simply 

Immigration Audits
continued from page 7
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While it will take some time to see 
how lower courts apply the deci-
sion, it seems likely to intensify de-
fendants’ focus on trying to defeat 
class certification through evidence, 
particularly experts’ event studies, 
that rebuts claims that alleged mis-
representations affected the price of 
a company’s securities. It was gen-
erally understood that defendants 
could take on this fight at trial or 
summary judgment. Having the 
chance to challenge price impact on 
a class certification motion, as Hal-
liburton now permits, should be of 
real value to defendants.

The significance of the Hallibur-
ton decision arises from Basic. That 
case eased the burden that plain-
tiffs’ lawyers had to meet in order 
to obtain class certification in a se-
curities fraud action under Section 
10(b) of the Securities Exchange Act 
of 1934, and Rule 10b-5. Instead of 
requiring each investor in the class 
to prove that he or she had relied 
on the alleged misstatements, Basic 
created a presumption of reliance 
— not on any particular statement 
by a company in its financial state-
ments or SEC filings, but rather, re-
liance on the fact that all available 
public information was reflected in 
the company’s stock price.  

the maJoRitY oPinion
In declining to overturn Basic, 

the majority opinion, written by 
Chief Justice Roberts, invoked stare 
decisis, the principle against over-
ruling precedents absent “special 
circumstances.” It also rejected what 
it said were mischaracterizations of 
Basic by the defense side advocates: 
“Halliburton’s criticisms fail to take 
Basic on its own terms.” The Court 
was also unmoved by defense argu-
ments that the Basic presumption 
encourages the filing of meritless 
claims that impose significant costs 
on businesses and consume judicial 
resources, stating that those con-
cerns would be better addressed by 
Congress. The majority also empha-
sized that the Basic presumption 
was a rebuttable one from the start, 
and that Basic only concluded that 
most, not all, investors, rely on mar-
ket efficiency.  

In addition to failing to over-
turn Basic, the defendants also lost 
in their effort to have the burden 
placed on plaintiffs seeking class 
certification to prove that the defen-
dants’ misrepresentations actually 
affected the stock price, or caused 
price impact.

Where the defense bar succeeded 
was in its quest for a rule that per-
mitted defendants to “rebut the pre-
sumption of reliance with evidence 
of a lack of price impact, not only at 
the merits stage — which all agree 
defendants may already do — but 
also before class certification.”

That evidence would come in 
the form of “event studies,” which 
are regression analyses concerning 
how the market price of issuers’ 
stock responds to various publicly 
reported events. Both plaintiffs and 
defendants in securities cases that 

get past the motion-to-dismiss stage 
already use these studies. Plaintiffs, 
the Court noted, use them to dem-
onstrate how the market for a com-
pany’s stock considers material pub-
lic information. Defendants counter 
with their own studies. While the 
Halliburton plaintiffs’ lawyers did 
not dispute that defendants could 
use event studies on a class certi-
fication motion to address general 
market efficiency, they argued that 
such studies should not be consid-
ered with respect to actual price im-
pact until a merits determination on 
summary judgment or trial.

In its key holding, the Court re-
jected this argument and held that 
defendants may use event studies to 
refute price impact at the class certi-
fication stage.  

conclusion
Considering how vigorously Hal-

liburton was contested and the 
large number of business and inves-
tors’ advocates who weighed in, it 
was striking that the Court issued 
an opinion with no dissents. But 
that did not evidence unanimity. 
Justice Thomas, joined by Justices 
Scalia and Alito, issued a concur-
rence that made clear those three 
thought the Court should have gone 
further and overruled the fraud-on-
the-market theory adopted in Basic. 
Justice Ginsburg, joined by Justices 
Breyer and Sotomayor, issued a 
one-paragraph concurrence saying 
she joined the majority on the basis 
that defendants still bore a key bur-
den in opposing class certification. 
Justices Kennedy and Kagan simply 
joined in the Chief Justice’s majority 
opinion.  

Halliburton
continued from page 1
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Cal. 4th 524 (2011), held that ZIP 
codes are “personal identification 
information” subject to protection 
under the state’s Song-Beverly Cred-
it Card Act of 1971. Similarly, two 
years later, the Massachusetts high 
court deemed ZIP codes “personal 

identifying information” in Tyler v. 
Michaels Stores, Inc., 464 Mass. 492 
(2013). 

Another key judicial decision in-
volving the collection and use of 
ZIP codes is expected soon in a 
case that was pending in the U.S. 
District Court in Massachusetts 
at press time. In Alberts v. Payless 
Shoesource, Inc. (D. Mass. Case No. 
1:13-cv-12262, filed Sept. 12, 2013), 

Payless Shoesource, Inc. moved to 
dismiss a putative class action on 
the basis that its customers vol-
untarily provided their ZIP codes 
when asked at checkout, and the 
ZIP code information is stored in a 
database separate and distinct from 
the credit card transaction forms — 
thus, Payless argues, Massachusetts’ 

SSNs and Privacy
continued from page 6

continued on page 11

—❖—



10 The Corporate Counselor  ❖  www.ljnonline.com/ljn_corpcounselor August 2014

As reported by one of these au-
thors in the June 2014 edition of 
this newsletter (article available 
at http:// bit.ly/UktAl8), the EU is 
currently at an important stage in 
the process of overhauling the EU 
data protection rules, although final 
implementation might not be until 
2016. In particular, the proposed 
Regulation contains a specifically 
set-out (qualified but not abso-
lute) “right-to-be-forgotten” provi-
sion. Under this, a person will have 
the right to have his or her data 
erased when there are no legitimate 
grounds for the data to be retained, 
as long as this does not encroach 
on the freedom of expression and 
information. 

In addition, not only will the pro-
posed new Regulation apply where 
either a data-controller or proces-
sor, or, “data subject” (an identified 
or identifiable person to whom spe-
cific personal data relates) are based 
in the EU, but, in addition, the rules 
will also apply to businesses based 
outside the EU where they process 
data of EU residents who are of-
fered goods or services — this ex-
tra-territorial reach has been very 
specifically spelled out. This all has 
to be put into the context of an-
other aspect of the proposed new 
Regulation, which empowers data 
protection authorities to fine busi-
nesses that infringe the data protec-
tion rules (specifically including the 
“right to be forgotten”) up to Euro 1 
million or up to 2% of the global an-
nual turnover of a business, which-
ever is the greater. These figures 
may be higher in the final version of 
the new rules.

The European Commission is 
of the view that the recent Euro-
pean Court ruling has vindicated 
the Commission’s inclusion of the 
“right to be forgotten” in the new 
proposed Regulation, and has gone 
so far as to issue its own fact sheet 
on the ruling, concluding that the 
ruling makes the adoption of new 
EU data protection rules “more, not 
less, urgent.” This said, not every-

one has been comfortable with “the 
right to be forgotten,” including per-
sons at high political levels in some 
EU Member States. Therefore, its 
legislative introduction is not neces-
sarily a foregone conclusion. Ironi-
cally the judge-led introduction of 
the “right to be forgotten” comes at 
a time when the Commission’s pro-
posed statutory “right to be forgot-
ten” seemed to be losing some of its 
momentum.

comPliance consideRations
Corporate counsel will rightly be 

asking themselves at this stage how 
this ruling affects their business, 
especially as there is no equivalent 
“right to be forgotten” in the U.S., 
and the new EU law has yet to be 
finalized.

The outcome of the ruling is that 
individuals based in the EU have a 
stronger right and ability to control 
the dissemination of public infor-
mation about them, which they can 
now in effect exercise extra-territo-
rially and over a wider category of 
organization controlling data.

If your business is a search en-
gine (with an EU connection) it will 
therefore clearly be directly affected 
and the most immediate practical 
consideration will be to develop 
solutions to removing links. The 
ruling has already, however, had 
a much wider impact than search 
engine businesses. For other busi-
nesses, maybe at a different point 
in the supply chain, there may be 
an issue as to whether for certain 
of their activities they could now be 
considered as data controllers who 
are processing data on people in the 
EU. They could also now be subject 
to EU data protection laws including 
the new “right to be forgotten.” 

From another perspective, if your 
company is making a search, for 
example, in the context of due dili-
gence (with an EU aspect), there is 
now a distinct possibility that the 
search results may not be as com-
plete as would be expected. In other 
words, if links have been deleted 
following the granting of take-down 
requests (which may be extensive 
if a search engine decides to play 
things as cautiously as possible) 

all the information expected to be 
captured in a due diligence exercise 
might not be there.  

One area of particular concern 
here given the higher profile now 
given to corruption and bribery is-
sues, is whether it will be more 
difficult to trace all the relevant in-
formation in this high-risk area. Leg-
islation in Europe like the UK Brib-
ery Act 2010 has seen an increased 
focus on due diligence in a commer-
cial setting and some sectors like fi-
nancial services have seen increased 
regulatory activity in this area of 
their business. One solution would 
be to undertake more in-depth due 
diligence where appropriate in or-
der to ensure compliance, but this 
will likely be more resource-inten-
sive and costly. 

Another speculative issue is 
whether at a later stage, the ruling 
could be extended (through a fur-
ther preliminary ruling process) to 
going beyond removing a link to 
the information, and widened to in-
clude the information itself. The cur-
rent ruling has ruled this possibility 
out, but this does not mean that in 
certain particular circumstances (as 
yet unforeseen) removing the in-
formation might have to be under-
taken. In the meantime, certain indi-
viduals might try this now anyway, 
as Mr. Costeja González did in the 
case itself.

By way of general legal risk re-
duction, this ruling is also a timely 
reminder of the need for any busi-
ness to refresh its official data re-
tention and destruction policies and 
check on what information the busi-
ness retains and what it should de-
lete where no longer needed.

And as a final ironic reflection, if 
you don’t want to be forgotten, type 
into Google the surnames Costeja 
González.

EU Google
continued from page 4
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constitute legal, accounting, financial, investment advisory  
or other professional advice. If legal, financial, investment  
advisory or other professional assistance is required, the  

services of a competent professional person should be sought.
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Years of debate between regu-
lators and the securities industry 
dating back to the financial crisis 
came to an end on July 23 when the 
Securities and Exchange Commis-
sion (SEC) narrowly approved rules 
aimed at lessening the risk of inves-
tor runs on money market funds, 
Reuters reported.

The Commission approved the 
new rules in a 3-2 vote. Commis-
sioners Michael Piwowar, a Repub-
lican, and Kara Stein, a Democrat, 
cast the two no votes.

The new rules require prime in-
stitutional funds to do away with 
their fixed $1 share price and float 
in value. All money funds will also 
be permitted to impose fees for in-
vestors to redeem their shares and 
temporarily block investors from 
withdrawing cash at times of mar-
ket stress, The Wall Street Journal 
reported.

“Today’s reforms fundamentally 
change the way that money market 
funds operate. They will reduce the 
risk of runs in money market funds 
and provide important new tools 
that will help further protect inves-
tors and the financial system,” SEC 
Chair Mary Jo White said in a state-
ment. “Together, this strong reform 

package will make our markets 
more resilient and enhance trans-
parency and fairness of these prod-
ucts for America’s investors.”

Prime funds invest in short-term 
corporate debt. The new rules — 
with which companies will have 
two years to comply — will only 
apply to prime funds that cater to 
large, institutional investors. Those 
sold to individual investors will be 
able to keep the stable $1 share 
price. Money funds that purchase 
short-term Treasurys and debt is-
sued by government agencies will 
also remain unaffected by the float-
ing share price requirement, The 
Wall Street Journal reported.

“Today’s adoption of final money 
market fund reforms represents a 
significant additional step to ad-
dress a key area of systemic risk 
identified during the financial cri-
sis,” Norm Champ, director of the 
SEC’s Division of Investment Man-
agement, said in a statement. “These 
reforms are important both to inves-
tors who use money market funds 
as a cash management vehicle and 
to the corporations, financial institu-
tions, municipalities and others that 
use them as a source of short-term 
funding.”

However, there are those who 
believe the new rules make money 
funds no longer appealing. The U.S. 
Chamber of Commerce has argued 
that the changes have made mon-
ey funds more complex to use, be-
cause a floating share price requires 

corporate investors to pay taxes on 
gains and losses. Corporations are 
now also at risk of losing principal 
if a fund’s share price declines, In-
vestment News reported.

Commissioner Stein expressed 
concern that the prospect of fees or 
losing access to their money during 
times of market stress could cause 
investors to flee preemptively.

“If investors are not able to re-
deem before the gate comes down, 
they will be harmed as they are de-
prived of access to their capital,” Ms. 
Stein said, according to Investment 
News. “Ultimately, this contagion 
could freeze the wholesale funding 
markets in much the same way as 
occurred during the recent financial 
crisis.”

The Financial Stability Oversight 
Council — a panel of regulators 
created by the 2010 Dodd-Frank 
Wall Street Reform and Consumer 
Protection Act — urged the SEC 
to move forward with money mar-
ket fund reforms, but has also ex-
pressed concern about the restric-
tions on investor redemptions. The 
panel has said it will examine the 
SEC’s new rules..

According to the SEC statement, 
the rules will become effective 
60 days after their publication in 
the Federal Register, and the re-
proposal will have a 60-day pub-
lic comment period after its pub-
lication in the Federal Register.  
— Isobel Markham, Law.com

SEC Narrowly 
Adopts Money  
Market Fund  
Reforms

prohibition on requiring customers 
to provide their ZIP codes in order 
to complete a credit card transac-
tion does not apply.

Additionally, the use of cell phone 
numbers collected from customers 
for “robocalls” has generated class 
action litigation — and major settle-
ments — in a number of recent cas-
es. Companies settling in the past 
year include giants such as Bank 
of America, JP Morgan Chase, and 
Papa Johns Pizza. 

Also of particular interest to mer-
chants are laws such as the one 
enacted in Texas, which imposes 
collection, use and disclosure limi-
tations, as well as destruction re-
quirements, on businesses that 
collect and use driver’s license num-
bers. Continue to check back with 
The Corporate Counselor for future 
articles providing guidance on busi-
nesses’s collection and use of these 
and other data elements.

conclusion
Bottom line? In this era of hack-

ers, big data, and ever more restric-
tive state and federal privacy laws, 
no data element that is connected 

to an individual is entirely benign. 
Data collection, while essential, has 
become inherently risky for busi-
nesses, and SSNs are just one ex-
ample of why now, more than ever, 
businesses should be educating 
themselves about the privacy laws, 
and assessing their data collection, 
storage, and use practices.  

SSNs and Privacy
continued from page 9
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turn over the subpoenaed records to 
the auditors. Rather, the subpoena 
should be reviewed with in-house 
attorneys and immigration counsel. 
The way you use the three-day no-
tice period could make a substantial 
difference to the audit outcome. 

First, assess the current state of 
I-9 compliance. With the limited 
amount of time at your disposal and 
depending on the number of work-
ers at your company, the best ap-
proach is to initially review a repre-
sentative sampling of I-9 forms and 
accompanying records. If the review 
indicates deficiencies, the three-day 
notice period can be used to cor-
rect certain mistakes and even to 
belatedly complete I-9 forms when 
they are missing in their entirety. 
Importantly, all corrections must be 
initialed and dated with the current 
date, so the auditors are not mis-
led regarding their timing, and the 
company is not accused of acting in 
bad faith. Even the belated efforts, if 

performed correctly, should provide 
the company with some credit for its 
efforts to self-correct. Additionally, it 
is important to determine whether 
or not all subpoenaed non-I-9-file-
related documents are requested 
legitimately, and whether an argu-
ment can and should be made re-
garding their production.

Upon presenting the I-9 files to 
auditors, you may have to await the 
audit outcome for a few weeks or 
even months. This waiting time is 
best spent performing a post-audit 
self-assessment, establishment and 
implementation of comprehensive 
immigration compliance practices 
as per the discussion above, and, 
importantly, making strategic deci-
sions if audit documentation prepa-
ration has indicated a problem with 
unauthorized workforce. 

Often, as the I-9s are turned in to 
the auditors, the company has al-
ready benefited from immigration 
counsel’s expertise and determined 
that a segment of the workforce is 
unauthorized. In case of the latter, 
it is easy to predict that one of the 

audit outcomes would be the loss 
of the illegal workers. This is where 
strategic planning for the remedial 
measures and future business opera-
tions, as well as prior employment 
policies and procedures, become 
critical. Importantly, the way you ap-
proach this important junction may 
help or hurt the company when the 
auditors return with the Notice of 
Fines. The proper post-audit mea-
sures and diligent compliance efforts 
may affect the outcome of settlement 
negotiations with the government.

conclusion
A comprehensive immigration re-

form will, hopefully, arrive, but in 
the meantime, taking a back seat 
to the immigration compliance is 
a costly and misguided decision 
for any business to make. When 
an I-9 compliance program is bro-
ken down into clear, gradual steps, 
the time invested in this effort pays 
off generously when ICE is at your 
door.

Immigration Audits
continued from page 8
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appointees’ service are easily identi-
fiable, the NLRB’s trouble may not be 
limited to that window. The Board 
may additionally face challenges 
of opinions issued after the invali-
dated appointees had resigned. To 
the extent that NLRB decisions is-
sued after August 2013 relied on the 
“precedent” of the opinions handed 
down by a quorum-less Board, these 
new decisions may now be subject 
to collateral challenge even though 
they were issued under a quorum 
of rightfully appointed Board mem-
bers.

déJà vu 
The Board has faced a similar pre-

dicament before. In 2010, the Su-
preme Court handed down its New 
Process Steel opinion that the NLRB 

could not conduct official business 
without a quorum of three validly 
appointed members. New Process 
Steel, L.P. v. NLRB, 130 S. Ct. 2635 
(2010). Following that ruling, the 
Board had to reconsider approxi-
mately 600 decisions. In that scenar-
io, the Board simply invited litigants 
to file motions for reconsideration 
based on any factual developments 
since the issuance of the original de-
cision. The Board is likely to follow 
a similar procedure in light of Noel 
Canning.

consideRations FoR  
emPloYeRs  

The National Labor Relations Act 
imposes no statute of limitations for 
appealing a Board order, so an em-
ployer may still challenge an adverse 
determination issued during the in-
validated Board appointees’ ten-
ure. Before moving forward, how-
ever, employers should consult with 

counsel to fully understand which 
NLRB rules are invalidated by Noel 
Canning. If the NLRB can show that 
the rule articulated in a decision was 
in existence prior to January 2012, 
Noel Canning is unlikely to affect 
the validity of the rule. 

conclusion
When deciding whether to chal-

lenge an NLRB decision, an employ-
er must weigh the costs that such a 
challenge will carry with it. An em-
ployer should consider, for example, 
the expenses of litigating the matter 
against the NLRB, the potential dis-
ruption to the workplace, and the 
costs of rewriting and distributing 
employment policies. While Noel 
Canning may provide legal footing 
for an employer to challenge a rul-
ing, it does nothing to mitigate the 
costs and potential complications of 
bringing that challenge to bear.  

Noel Canning
continued from page 2

—❖—


