California Consumer Privacy Act: What Companies
Need to Know

By Erin Illman* and Paul Temple**

I. INTRODUCTION

The California Consumer Privacy Act of 2018 (“CCPA”) is a comprehensive
privacy measure designed to target a broad range of information use across an
extensive array of commercial activity.! The CCPA continues California’s tradi-
tion as “first mover” in privacy laws.

For better or worse, the CCPA is the result of an unusually rushed process. Cal-
ifornia Governor Jerry Brown signed it into law within a week after the bill was
introduced in the California State Legislature.? The bill was a product of a proposed
California ballot initiative spearheaded by a real-estate millionaire, a former Central
Intelligence Agency (“CIA”) officer,? and a financial-services industry professional.*
If the proposed initiative had passed in the general election on November 6, 2018,
the resulting law could neither have been amended, modified, nor repealed except
through another ballot initiative or by a 70 percent majority of the California State
Legislature.” Further, any modification of CCPA could only be to further its
purpose within these narrow terms. As part of a compromise to withdraw the ini-
tiative, the California State Legislature passed the CCPA.° As of this writing, the
California State Legislature amended the CCPA in 2018” and again in 2019.%

* Erin [llman is a partner at Bradley Arant Boult Cumming LLP and co-chair of the firm’s Cyber-
security and Privacy practice. She is licensed in California and North Carolina and is recognized as a
board-certified specialist in privacy and data security by North Carolina.

** Paul Temple is an attorney at AlphaTech Counsel, S.C., in Madison, Wisconsin. He is grateful
for the contributions of Emily Weiss and William R. Denny to this article.
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In Part II, we broadly outline the CCPA, including key definitions, potential
extraterritorial reach, fundamental consumer rights and business duties, and
the California Attorney General’s role in issuing key regulations and enforcing
the law. In Part III, we briefly compare the CCPA with the European Union’s
General Data Protection Regulation (“GDPR”).”

II. Tue CCPA 1N BroAD OUTLINE
A. Key DEFINITIONS

The CCPA provides rights to “consumers” with regard to, and imposes obliga-
tions on any “business” that “collects” or “sells,” “personal information” about
that consumer.!® Tt broadly defines “consumer” as “a natural person who is a
California resident” under California law.!!

The CCPA applies to a wide range of “personal information,” meaning “infor-
mation that identifies, relates to, describes, is capable of being associated with, or
could reasonably be linked, directly or indirectly, with a particular consumer or
household.”*? Tt provides a broad, nonexclusive list of examples of such infor-
mation, including Internet Protocol (“IP”) addresses, characteristics of protected
classifications under California or federal law, purchasing histories or tenden-
cies, biometric information, information regarding a consumer’s interaction
with an Internet website, geolocation data, and certain employment-related in-
formation.!® “Personal information” also includes “inferences drawn” from the
information identified in the list “to create a profile about a consumer reflecting
the consumer’s preferences, characteristics, psychological trends, predisposi-
tions, behavior, attitudes, intelligence, abilities, and aptitudes.”!* “Personal in-
formation” does not include information that is “lawfully made available from
federal, state, or local government records,”'” or information that is “deidentified
or aggregate consumer information.”'® Simply put, the CCPA includes one of the
broadest definitions of personal information under U.S. law.!”

The CCPA also applies to a broad set of businesses. “Business” under the CCPA
means any legal entity to which all the following criteria apply: (a) it operates for

874, 2019-20 Leg., Reg. Sess. (Cal. 2019); Assemb. B. 25, 2019-20 Leg., Reg. Sess. (Cal. 2019); see
also Assemb. B. 1202, 2019-20 Leg., Reg. Sess. (Cal. 2019) (creating a data-broker registry separately
from the CCPA but referencing key terms defined in the CCPA.)

9. Regulation 2016/679 of the European Parliament and of the Council of 27 April 2016 on the
Protection of Natural Persons with regard to the Processing of Personal Data and on the Free Move-
ment of such Data, and Repealing Directive 95/46/EC (General Data Protection Regulation), 2016
0J. (L 119) 1 [hereinafter “GDPR”].

10. Car. Civ. CopE §§ 1798.100-1798.199.

11. Id. § 1798.140(g).

12. Id. § 1798.140(0)(1).

13. Id.; see also id. § 1798.145(h)(1) (regarding exceptions for certain employment-related
information).

14. Id. § 1798.140(0)(1)(K).

15. Id. § 1798.140(0)(2).

16. Id. § 1798.140(0)(3).

17. The CCPA excludes from its reach certain information, entities, and uses otherwise regulated
by specified federal laws. Id. §§ 1798.145(c)—(f), 1798.185(a)(3).
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profit; (b) it collects consumers’ personal information, or such information is
collected on its behalf; (c) alone, or jointly with others, it determines the purposes
and means of processing consumers’ personal information; (d) it does business in
the state of California; and (e) it does any of the following:

(1) has annual gross revenues in excess of $25 million;

(2) deals annually with the personal information of 50,000 or more con-
sumers, households, or devices; or

(3) derives 50 percent or more of its annual revenues from selling consum-
ers’ personal information.!®

The term “business” also includes any entity that controls or is controlled by a
business meeting these criteria if the entity shares common branding (meaning
a shared name, service mark, or trademark) with that business.” In Part 1I(b)
below, we discuss the potential extraterritorial reach of this broad definition.

Certain consumer rights and business obligations under the CCPA apply only
upon a business’s receipt of a “verifiable consumer request.”?® Such a request can
be made directly by a consumer, by a consumer on behalf of the consumer’s
minor child, or by a person registered to act on the consumer’s behalf.?! Criti-
cally, the request only constitutes a “verifiable consumer request” if “the business
can reasonably verify, pursuant to regulations adopted by the [California] Attor-
ney General,” that “the consumer making the request is the consumer about
whom the business has collected information or is a person authorized by the
consumer to act on such consumer’s behalf.”>? To determine what constitutes a
verifiable consumer request, businesses must monitor the California Attorney
General’s proposed regulations. We describe the California Attorney’s General’s
regulatory authority and recent activity in more detail in Part 1I(d).

Additional consumer rights and business obligations apply when the business
“sells” the consumer’s personal information, meaning the “selling, renting, releas-
ing, disclosing, disseminating, making available, transferring, or otherwise commu-
nicating orally, in writing, or by electronic or other means, a consumer’s personal
information by the business to another business or a third party for monetary or
other valuable consideration.”?? This broad definition of “sell” has been the sub-
ject of several comments to the California Attorney General in connection with its
regulatory authority,2* which we describe in more detail in Part 11(d).

18. Id. § 1798.140(c)(1).

19. Id. § 1798.140(c)(2).

20. Id. § 1798.140(y).

21. Id.

22, Id.

23. Id. § 1798.140(0).

24. See generally Public Comments Received as Part of the Preliminary Rulemaking Process, St. CAL.
Dept. Just: OfF. ATTORNEY GEN., https://oag.ca.gov/sites/all/files/agweb/pdfs/privacy/ccpa-public-
comments.pdf (last visited Oct. 21, 2019); see, e.g., Am. Fin. Servs. Assn, Comment Letter on Pro-
posed Rulemaking Under the CPPA (Mar. 18, 2019) (“The definition fails to further define ‘other
valuable consideration.” Other valuable consideration is vague and could be interpreted to include
every mutually beneficial exchange of Personal Information by covered businesses.”); see also Quant-
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The CCPA also extends certain key provisions to “service providers” of a busi-
ness. A “service provider” means any legal entity that (a) operates for profit and
(b) “processes information on behalf of a business and to which the business dis-
closes a consumer’s personal information for a business purpose pursuant to a
written contract,” if the contract prohibits the service provider from “retaining,
using, or disclosing the personal information for any purpose other than for
the specific purpose of performing the services specified in the contract for
the business.”?> Service providers must comply with requests made of businesses
by a consumer to delete the consumer’s personal information, as described in
Part 11(c)(3).2° Although a service provider can face civil penalties and injunc-
tions, as described in Part II(e),2” it cannot be held liable under the CCPA for
the obligations of a business for which it provides services.?® At the same
time, a business cannot be held liable under the CCPA if the service provider
uses personal information in violation of the CCPA and the business “does
not have actual knowledge, or reason to believe, that the service provider intends
to commiit a violation” at the time the business discloses personal information to
the service provider.2?

B. EXTRATERRITORIAL IMPACT

The CCPA applies to a wide range of businesses, including many that do not
have a physical presence in California. Any company that “does business in the
state of California™® and meets the remaining threshold requirements may be
subject to the CCPA. California’s Revenue and Taxation Code defines “doing
business” as “actively engaging in any transaction for the purpose of financial
or pecuniary gain or profit.”®! In other words, a physical presence in California
is not required, and a transaction that occurs via the Internet could be consid-
ered “doing business” under the CCPA. While it is yet to be seen how the
CCPA will be enforced, any company that actively engages in a transaction
with a California resident—online or otherwise—should carefully analyze
whether its activities meet the “doing business” threshold.

While extraterritorial reach is not a new concept in privacy, the CCPA is less
explicit about its geographic scope than some other privacy regulations are. For
example, the GDPR explicitly applies to the processing of personal data in the
context of the activities in the European Union, whether or not the processing
takes place in the European Union.>? On the other hand, while the CCPA’s

cast Corp., Comment Letter on Proposed Rulemaking Under the CPPA (Mar. 18, 2019) (stating that
the definition “goes beyond what the common understanding of sale is and extends to any exchange
of personal information”).

25. Cat. Civ. Copk § 1798.140(v).

26. Id. 8 1798.105(c).

27. 1d. § 1798.155(b).

28. Id. § 1798.145(h).

29. Id.

30. Id. § 1798.140(c).

31. Car. Rev. & Tax. CopE § 23101(a).

32. GDPR art. 3
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broad definition of “business” does not limit a business to its place of incorpo-
ration or particular physical presence, it also does not explicitly apply to compa-
nies outside California. However, given the definition of “doing business”
referenced above, the result is that the CCPA will have an extraterritorial impact
on companies that have no physical presence in California.

C. FunDAMENTAL CONSUMER RIGHTS AND BuUsINESS DUTIES

The CCPA offers California residents new statutory rights to learn what per-
sonal information relating to them a business has collected, sold, shared, and
disclosed, and it places a number of new obligations on businesses.

1. Disclosures and Requests to Know

The CCPA grants California residents various rights to help them understand
what data a business collects, including allowing them to submit a verified con-
sumer request to obtain a detailed disclosure of the specific personal information
it collected about them.??

There are two disclosure requirements: at or before the time of collection (i.e.,
initial disclosures) and upon request by the consumer (i.e., disclosures upon ver-
ified consumer request). In the initial disclosures, a business must notify con-
sumers of the categories of personal information collected and indicate how it
will be used.>* A business cannot collect any categories of data or use any per-
sonal information unless the collection and use is identified in the disclosure.?>

The initial disclosures must include, among other things, the following notice
of data collection and use:

a. A list of the categories of personal information the business will collect
about the consumer.

b. For each category of personal information collected, the categories of
sources from which the information was collected.

c. For each category of personal information collected, the business or
commercial purpose(s) for which it will be used.

d. Whether the business has disclosed or sold any personal information in
the last twelve months, the categories of information disclosed or sold in
that time frame, and whether the business sells the personal information
of minors under sixteen.

e. The categories of third parties with whom the business shares personal
information.®

33. CaL. Civ. CopE §§ 1798.100, 1798.110.

34. Id. §8 1798.100(b), 1798.130(a)(2).

35. Id. § 1798.100(b).

36. Id. §8 1798.110(a), (c), 1798.115, 1798.130(a)(5)(B), 1798.130(2)(5)(C).
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Upon receipt of a verifiable consumer request, a business must disclose and
deliver—free of charge—a list of specific personal information collected on
that individual in addition to the general disclosures noted above within forty-
five days.?” Persuant to regulations proposed by the California Attorney Gen-
eral, the business may also be required to provide an acknowledgement of the
request within ten days.>8

Businesses need to know and be able to disclose not only the personal infor-
mation they collect from various sources on California residents generally but
also the information they collect on each California individual.>® As a threshold
matter, businesses will need to take inventory of their data-collection activities or
“data map” the information they collect, how they use it, who they share it with,
and whether they sell it to anyone.

Businesses must also disclose any financial incentives they offer for the collec-
tion, sale, or deletion of personal information and provide a clear description of
the material terms of any financial-incentive program.*°

A business must provide these disclosures by including them in its online pri-
vacy policy (if it has one) and in any California-specific description of consum-
ers’ privacy rights—or if the business does not maintain these policies, on its
website—and update that information at least once every twelve months.*!

2. Right to Limit Sales

Under the CCPA, California residents have the right to know whether a business
sells their personal information and can direct the business not to do so, which is
referred to as a right to “opt-out.”** Given the broad definition of “sell,”* busi-
nesses should carefully analyze any business practice that involves sharing personal
information where the business receives any type of benefit, monetary or otherwise.

3. Right to Request Deletion

The CCPA provides consumers with the right to request that a business delete
any personal information it collected about them.** Businesses must inform the
consumers of their deletion right through an affirmative disclosure.*>

A business is exempt from complying with a consumer’s request for deletion if
it is necessary for the business to maintain the consumer’s personal information
for any of a variety of reasons, including but not limited to completing a

37. Id. 8 1798.130(a)(2).

38. California Consumer Privacy Act Regulation § 999.313 (to be codified at Car. CopE Regs. tit.
11, § 999.313) (proposed Oct. 10, 2019), https://www.oag.ca.gov/sites/all/files/agweb/pdfs/privacy/
ccpa-proposed-regs.pdf.

39. CaL. Civ. Cope §§ 1798.110(b), 1798.130(a)(3).

40. Id. § 1798.125(b).

41. Id. § 1798.130(2)(5).

42. 1d. §§ 1798.115(d), 1798.120(a), (b).

43. See supra text accompanying note 21.

44. CaL. Civ. Copk § 1798.105(a).

45. 1d. §§ 1798.105(b), 1798.130(a)(1).
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transaction, detecting security incidents, exercising a legal right or complying
with a legal obligation, engaging in certain types of research, or otherwise inter-
nally using the information in a lawful manner that is compatible with the con-
text in which the consumer provided it.*®

4. Right to Be Free from Discrimination

If a consumer exercises any right under the CCPA, a business cannot discrimi-
nate against that consumer by: (a) denying goods or services; (b) charging differ-
ent prices or rates for goods or services; (¢) providing a different level or quality of
goods or services; or (d) suggesting that the consumer will receive a different price
or rate for goods or services or a different level of quality of goods or services.*’
However, businesses may charge a different price or provide a different level of
quality if that difference is “reasonably related to the value provided to the busi-
ness by the consumer’s data.”*® The CCPA also states that businesses may offer a
different “price, rate, level, or quality of goods or services to the consumer if that
price or difference is directly related to the value provided to the business by the
consumer’s data.”*°

5. Submitting and Verifying Requests

A business must provide consumers two or more “reasonably accessible”
methods to submit certain requests for information, including a toll-free tele-
phone number and a website address (or an alternative second method if the
company does not maintain a website).?° If the business maintains a website,
it must make the site available for such consumer information requests.’* How-
ever, a business is only required to provide an email address for submitting such
requests if it “operates exclusively online and has a direct relationship with a
consumer from whom it collects personal information.”?

D. CALIFORNIA ATTORNEY (GENERAL

Although the CCPA provides a considerable number of consumer rights and
imposes several duties across a broad set of information, it also leaves critical de-
tails to further regulation by the California Attorney General. On or before July 1,
2020, the California Attorney General must adopt regulations that:

(a) Asneeded, update the categories of personal information and definition
of unique identifiers;

46. Id. § 1798.105(d).
47. 1d. § 1798.125(a)(1).
48. Id. § 1798.125(a)(2).

1798.125(b)(1).

1798.130(2)(1)(A).
1798.130(2)(1)(B).
1798.130(2)(1)(A).
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(b) Establish exceptions as necessary to comply with state or federal law;

(¢) Establish rules and procedures regarding (1) consumer requests to opt
out of the sale of personal information, (2) business compliance with
such requests, and (3) the development of a uniform opt-out logo;

(d) Adjust the $25 million annual gross revenue “business” threshold every
other year to reflect increases in the Consumer Price Index;

(e) Establish rules, procedures, and exceptions to ensure required disclo-
sures are easily understood by the average consumer, are accessible
to consumers with disabilities, and are available in the language primar-
ily used to interact with the consumer; and

(f) Establish rules and procedures regarding verifiable consumer requests
and corresponding disclosures.>?

In addition, the California Attorney General may adopt other regulations to es-
tablish rules and procedures on how to process and comply with verifiable con-
sumer reports for specific pieces of personal information relating to a household
in order to address obstacles to implementation and privacy concerns or as nec-
essary to further the purposes of the CCPA.>*

On October 11, 2019, the California Attorney General published a Notice of
Proposed Rulemaking Action to adopt regulations concerning the CCPA.>> The
proposed regulations provide specific guidance regarding notices to consumers,
business practices for handling consumer requests, verification of requests, rules
regarding minors, and non-discrimination.>® The proposed regulations are sub-
ject to comment through December 6, 2019. As of this writing, the regulations
have not taken effect. Businesses and service providers should continue to mon-
itor the rulemaking process under the CCPA and can subscribe to rulemaking
notifications through the California Attorney General’s website.>”

E. PENALTIES AND FINES

CCPA violations are subject to a limited private right of action as well as a civil
enforcement action instituted by the California Attorney General.

The limited private right of action, which takes effect on January 1, 2020, ap-
plies only where there has been a breach of certain personal information in
nonencrypted and nonredacted form.>® Information subject to the right com-
prises “[aln individual’s first name or first initial and his or her last name in

53. Id. 88 1798.185(a), 1798.185(b)(1).

54. Id. § 1798.185(b)(2).

55. Notice of Proposed Rulemaking Action, 41-Z Cal. Regulatory Notice Reg. 1341-50 (Oct. 11,
2019), https://oal.ca.gov/wp-content/uploads/sites/166/2019/10/2019-Notice-Register-Number-41-
Z-October-11-2019.pdf.

56. See generally CCPA Proposed Regulations, supra note 33.

57. California Consumer Privacy Act (CCPA), St. CaL. Dep'1. Just.: OFF. ATTORNEY GEN., https://oag.
ca.gov/privacy/ccpa (last visited October 28, 2019).

58. CaL. Cwv. Copk 88 1798.150, 1798.198.
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combination with” a relatively narrower set of data elements, such as a Social
Security or driver’s license number, when either the name or the data elements
are not encrypted or redacted.® The right to bring a private action only occurs
where such information “is subject to an unauthorized access and exfiltration,
theft, or disclosure as a result of the business’ violation of the duty to implement
and maintain reasonable security procedures and practices appropriate to the na-
ture of the information to protect” it.°® The CCPA imposes explicit duties to im-
plement security controls and procedures to protect personal information with
respect to the deidentification, ®! research,%? and pseudonymization®? of personal
information.

Under this limited private right of action, a consumer may recover statutory or
actual damages (whichever is greater), injunctive or declaratory relief, or any other
relief the court deems proper.®* Statutory damages range from $100 to $750 per
consumer per incident.®> However, before initiating an action for statutory
damages on an individual or classwide basis, a consumer must provide the
business thirty days’ written notice identifying the statute and alleged violation.®®
If the business actually cures the violation within such thirty-day period, the
consumer may not initiate the action for statutory damages against the business.®”
No such notice and cure period applies if the consumer initiates an individual
action solely for actual pecuniary damages.®®

All other CCPA violations are subject only to civil enforcement actions by the
California Attorney General,®® which may not bring a civil enforcement action
until the earlier of six months after it publishes final CCPA regulations or July
1, 2020.7° Offenders are subject to an injunction and liable for a civil penalty
of up to $2,500 per violation or $7,500 for each intentional violation.”! Busi-
nesses are in violation only if they fail to cure an alleged violation within thirty
days after being notified of it.”?

III. ComparisoN wiTH THE GDPR

The CCPA bears some striking similarities to—and important differences
from—the GDPR.”> For example, like the GDPR, the CCPA distinguishes

59. Id. 88 1798.150(a), 1798.81.5(d)(1)(A).
60. Id. § 1798.150(a)(1).

61. Id. § 1798.140(h).

62. Id. § 1798.140(s).

63. Id. § 1798.140(1).

64. Id. § 1798.150(a)(1).

65. Id. § 1798.150(a)(1)(A).

66. Id. § 1798.150(b).

67. 1d

68. Id

69. Id. § 1798.155.

70. Id. 8 1798.185(¢).

71. Id. § 1798.155(b).

72. 1d.

73. See Stefan Ducich & Jordan L. Fischer, The General Data Protection Regulation: What U.S.-Based
Companies Need to Know, 74 Bus. Law. 217 (2018).
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between entities that control personal information and other entities that act on
their behalf.”* Also like the GDPR, the CCPA establishes certain consumer rights
to notice, consent, and deletion”> and has a potentially broad extraterritorial
reach.”®

However, unlike the GDPR, the CCPA contains no mandatory breach notifi-
cation (an issue subject to other California laws’”), no requirement for busi-
nesses and service providers to perform data-protection impact assessments’®
or appoint data-protection officers,” and no cross-border transfer provisions,8°
and it has a fundamentally different penalty mechanism.®! At the same time, the
CCPA provides for certain rights and obligations not found in the GDPR, such as
explicit rights to limit the sale of personal information®? and be free from
discrimination.®?

Simply put, companies that establish controls and procedures to become com-
pliant with the GDPR already have a good starting point for establishing CCPA
compliance. But to achieve CCPA compliance, they must do more.

IV. CoNcLUSION

Although the CCPA was the product of a rushed compromise, it is the most
aggressive attempt yet by a U.S. state to regulate the exploding use of personal
information throughout the modern, connected economy. Like the GDPR, the
CCPA’s broad reach will have a significant impact on how businesses and
their service providers gather, use, store, and monetize personal information.

74. The definition of a “business” under the CCPA includes an entity that “alone, or jointly with
others, determines the purposes and means of the processing of consumers’ personal information.”
Cat. Civ. Copkt § 1798.140(c)(1). The definition of a “controller” under the GDPR includes an entity
that “alone or jointly with others, determines the purposes and means of the processing of personal
data.” GDPR art. 4(7). The definition of a “service provider” under the CCPA includes an entity that
“processes information on behalf of a business and to which the business discloses a consumer’s per-
sonal information.” CaL. Civ. Copk § 1798.140(v). The definition of a “processor” under the GDPR
includes an entity that “processes personal data on behalf of the controller.” GDPR art. 4(8).

75. GDPR arts. 12-23.

76. Id. art. 3.

77. CaL. Civ. CopE § 1798.82(a).

78. GDPR art. 35.

79. Id. art. 37.

80. Id. art. 44.

81. Id. art. 83.

82. See supra text accompanying note 39.

83. See supra text accompanying notes 44—46.



